
I. 

, 

. Docker Kubernetes

, 

.

. 

. 

Cross 

container attack [1] . 

(APT, Advanced 

Persistent Threat) . 

APT 

, 

* 2024 ( )

(No. RS-2024-00457937)

† (jinwookim@kw.ac.kr)

. 

, 

.

, 

eBPF (extended Berkeley Packet Filter)

(LLM) APT 

. eBPF

, 

[2]. 

(audit) 

, , 

.

W3C

PROV-O(Provenance Ontology)

[3]. PROV-O , 

, , , 

(provenance graph) . 

LLM

, 

. 

eBPF LLM

APT *

1 2 3†

1,2,3 ( , , )

Design of an eBPF and LLM assisted Detection Framework for 

APTs in Cloud Environments

Jong-Seop Kim1, Chang-Min Son2, Jin-Woo Kim3 

 1,2,3Kwangwoon University(Graduate student, Undergraduate student, Professor)

 , (APT ). , . , eBPF(extended Berkeley Packet Filter)(LLM )APT  

(APT)

eBPF (LLM) . 

eBPF , 

. 

, LLM

. LLM MITRE ATT&CK 

, 

. 

.



LLM

MITRE ATT&CK 

[4]. MITRE ATT&CK

(tactics) (techniques)

, LLM

.

.

• 

LLM . 

APT (contextual) 

.

Metasploit • 

APT (PoC)

. 

.

II. 

. 

(initial access) . 

, 

. APT 

, 

(data exfiltration) . 

, , 

. 

. 

(TTPs, Tactics, Techniques, and Procedures)

MITRE ATT&CK , 

.

(Execution)• : bash

.

(Persistence)• : cron .bashrc

.

(Defense Evasion)• : (audit 

logs), (.bash_history) 

.

(Credential Access)• : 

, , API 

, SSH .

(Discovery)• : ps, netstat, find 

, , 

(Lateral Movement):•  

ssh 

.

(Exfiltration):•  curl wget

HTTP/HTTPS , DNS 

C&C(Command and Control) .

eBPF 

, 

DoS/DDoS 

LLM 

.

Figure 1. An APT scenario in a cloud 

environment where SSH and MySQL containers 

reside
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Figure 2. System overview
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