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Table 1. Ransomware samples analyzed

Execution in Linux  Encryption of

Count

Family

Environment /vmfs/volumes/
Blackmatter 3 O X
Darkside 5 A (4/5) A (4/5)
Defray 32 O (path required) O (varies by
path)
EchOraix A (6/8) X
Erebus 3 O X
Gonnacry—c A (1/4) X
. . O (varies by
Hellokitty 5 O (path required)
path)
. O (varies by
REvil 5 (0] path)
Vicesociety 1 O O (varies by
path)
Total 66 60 47
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Ubuntu-¥M.undk

e3f6f36-3%ec-bc24116d493a/Ubuntu-YN1 1s
Ubuntu-YH . unx~
darkside_readme . txt
vnuare . log

rkside Ubuntu-
Ubuntu-YI

[CFG

[CFGI K e

[CFG] Public

[CFG] Part Si iy 500nb

[CFG] Space . Onb

[CFG1 Mir 1nb

[CFG] Search Exten,lon vndk ,vnen,vsup, log,vnsn
[CFG] New Extension............darkside

[CFG] Thread Count
[CFG] ReadMe File...
[CFG] ReadMe Size
[CFG] Landing URLHKIOL]
[CFG] Landing URLH#LO21........
[CFG] Usi ) :

[CFG] RC2 K

..darkside_readne . txt

1969 Bytes

http://catsdegree .con/cebchedcdede
.http://tenisleyes.con/dcdeacadedac
060 1c7eblc6adr4

Fig. 3. Output of the Darkside sample
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