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APT Attack Overview

 Advanced Persistent Threat
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APT Attack Overview
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eBPF ﬂ ¢BPF

* Extended Berkeley Packet Filter
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Motivation
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Motivation
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Statistics
__ Category  Format  Type Percentage

Type A 17.50%

Type B 7.50%

Type C 13.75%

o LNK

SpearPhishing Type D 15.00%

Type E 3.75%

Type F 8.75%

JSE Type G 33.75%
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Key Idea
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Cloud Environment
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Threat Analyzer
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Based on the analysis of the submitted causality_chain, this sequence of
events is judged to be a multi-stage attack with clear intent, ratherthan a
single system error or an accidental event. The adversary sequentially
executed classic APT attack stages: Initial Compromise (SSH access),
Internal Reconnaissance (.bash_history discovery), and Lateral Movement
(MySQL access ).

Specifically, using credentials acquired from the SSH Container to access a
separate internal asset, the MySQL Container, serves as the core evidence of
the attack.
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Graph Generator _—
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Detector
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You are a security analyst.
Based on the contextual summary, =
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1. Attack stages (MITRE ATT&CK) —]
2. Probable attacker intent =
3. Cross-container movement Contextual Summary Causality Chain Prompt
4. Final impact Detector J
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Threat Analyzer

* Output

/Based on the analysis of the submitted causality_chain, this\
sequence of events is judged to be a multi-stage attack with
clear intent, rather than a single system error or an accidental
event.The adversary sequentially executed classic APT attack
stages: Initial Compromise (SSH access), Internal
Reconnaissance (.bash_history discovery), and Lateral
Movement (MySQL access).
Specifically, using credentials acquired from the SSH Container
to access a separate internal asset, the MySQL Container, serves

\ as the core evidence of the attack. /
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Future Work
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Expected Contribution
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